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A Story Before We Get Started...
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We live.in-anage of data and. disruption.

most of‘what we do.
It surrounds us, in ways that are both:obvious and subtle.

Modern technology is making things possible that were
only afew short years-ago . due to increased

processing power and advanced methods.

I his evolution'changées'the placed on enterprise
decisionmakers. in ways that are also-obvious and subtle.

At the same time, is causing’changes in the
business environment that may-exceed. the data we have to
fully understand:




Considering the pace
of evolutlon
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Sometimes, change is hard to notice when you are part of that change
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Continuously re-thinking “all things data.”

Autonomous

Localization
Unstructured Edge

Data
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Part of the challenge is that we keep using the same words to describe different things
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Al In the workplace

WHICH JOB DEPARTMENTS WILL

Al Impact

IOT ANA ¢ T 1 This analysis is part of the CEQ Insights series S THE MOST

What CEOs talked about in Q1 2024 (vs. Q4 2023) -
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... the complexity of issues continues to mount

Google

The Keyword

An external advisory council to help
advance the responsible development of

Al

n

Apple Watch fall detection saves New Jersey man
after tumbling off cliff and breaking his back
Close 1:54

It looks like you've |
taken a hard fall,

= €he New 1Jork Times

Artificial

Intelligence > A.l. Faces Quiz

How the A.l. Race Began

Alarmed by A.I. Chatbots,
Universities Start Revamping
How They Teach

With the rise of the popular new chatbot
ChatGPT, colleges are restructuring some
courses and taking preventive measures.

Changing focus:

*  From open data to data rights

*  From silos to bigger silos

*  From cyber threats to cyber everything
. From economics to cryptoeconometrics
. From incident response to constant

disruption
Emerging dialogue
*  Changes in the workforce
* Inequality / marginalization
* AlBias
*  Adversarial Manipulation
* Federation of Technology
*  Open Source implications
—— ——+DataRights
* Intellectual Property
* Agency

*  Explainability / Auditability
*  Duty to Act / Cost of inaction
*  Changing regulation




Hyperdisruption




Practical Example:
Trends affecting supply-chain decision-makers

Innovation Focus

Lasting effects of
pandemic

Changing regulations

Nation-state actions
and sanctions

Unprecedented
disruptions in shipping

Network effects of
hyperdisruption

Democratization of
information

Explanation

Pandemic has forever changed some
businesses, causing shifts in product
and service offerings as well as
available counterparties

Various regulations impact the type
of information that must/may be

collected and permissible interaction.

Key supply chain counterparties may
become unavailable.

Interconnectedness causes

increasingly surprising global impacts.

Recovery from disruption is
incomplete before additional
disruption ensues.

Increasingly small advantage to
information availability.

Key Challenges

The availability of qualified
counterparties

Vetting suppliers in a timely way
Ongoing assessment

Understanding changes in a timely
way.
Creating agile systems/processes.

Understanding permissible and
advisable reactions to changes in
supply chain.

Anticipating the unprecedented.

Inefficiency of response.
Resiliency impacts.

Systems learn and react / over-react
more quickly.

LEARNING

Despite these challenges, customer
demands are increasingly complex

Workforce shortages compound an
organization’s ability to react

Resiliency is an ever-changing and
nuanced concept

Organizations which operate with

outdated or inefficient process are at
an increasing disadvantage




The Risks and
Our Response




What keeps

us up at
night...

THE TOP GLOBAL RISKS IN 2024

The World Economic Forum surveyed 1,490 leaden on the
1op global raks m 2024 and thew potential scale of impact

Please select up 10 fve raks that you bebeve are most
Uhely 10 present & materal o on 8 global scale = 2024

As billons of people
round the workd
head to the po's the
your, mantormaton
and polarzat-on we
top of mand

supply chains for
eri goods and reseurces
Escalation or outbreak
of armed conflict
Atacks sn critical infrastructare | Risk Categeries
Desrupted supply chans for food J Boosclk
Censorship [ eresicn of free speech | (1) oy .
i) Geopolitical
Disrupted supply chains for energy e
i) Societal
Public debt distress
::-"_- Technological
Sidlls or laber shortages -
of inteationsl ©0> | Environmental
nuclear event
Violent civil strikes and rists Likety Short-Term Impact
Kt o -
release of biclogical agents
Institutional collapse within /- Low High
the financial secter | '

Hausing bubble burst \-“

Tech bubble burst ) Source: WEF's Global Risks Report 2024 visualcapitalist com @

The Explosive Growth /=
of Al-Powered Fraud '

Countries per region with biggest increases in
deepfake-specific fraud cases from 2022 to 2023 (in %)"

Canada "SS\Z‘ Romania
477 Slovakia = i
1,500
Belgium “‘ j
2,950 0 ||
At
@ Japan
y 2,800
~ Vietnam
§ () 3,050
) Philippines
1 B UAE 4,500
528 ® 2,200

A'ge;tlﬁnsa ® Algeria o ‘#South Africa
1,000 ® 7500

The report analyses +2M cases of identity fraud attempts from 224 countries/territories.
All data is aggregated and anonymized * Regions according to source

Source: Sumsub Identity Fraud Report 2023

statista %



Jumping to the tools and technology
before considering the question...
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. Data and critical thinking drive
competitive advantage
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Convergence of technologies will likely have a dramatic impact on the

acceleration of cyber-malfeasance

Petya, WannaCry and CryptolLocker

Bootleg movies, stolen passwords, exfiltration

Dyn attack, multiple DDoS using connected devices, data
poisoning

Massively complex, learning.models, deepfake, misinformation /
disinformation, identity

Solutions + Resources

Recent Cyber Attacks & Data Breaches In 2023

Security experts provide their analysis on the latest cyber attacks you need to know

@ ‘Saudi Aramco $50 Million Data Breach Explained | Breach Report =+
w

SAUDI .2.tAMCO
S50:MILLION DAFA
BREACH EXPLAINED

Watchon (3 Yoslube

Expert Analysis On The Latest Cyber Attacks

Cyber for Space, Quantum Hacking

Source:https://purplesec.us/security-
insights/data-breaches/




disinformation/

Fake stuff...

Content that is false,
misleading, or taken
out of context and
shared without the
intent to harm.

Examples:

* Inaccurate
_statistics

* Incorrect
photo captions

» Satire or parody

Disinformation

Purposefully false

or misleading content
created with an intent to
deceive and cause harm.

Examples:

+ Manipulated video or
audio, like deepfakes

= Fabricated content

* Intentionally created

conspiracy theories
af rumors

Malinformation
Genuine information
that's shared with
the intent to harm.
Examples:

* Leaked private
information

* Revenge porn

* Harassment and
hate speech

6:2897 allLTE

facebook +ad&

Footage from London today as the former "London Eye"
is dismantled, ready for the long journey to the banks of
Loch Lomond.

Face Swapping and Facial Manipulation

Originally planned as a tourist attaction for Loch
Lomond, it was leased to the City of London for 25 years,
now expiring.

EDIT - just had a travel update in. The Loch Lomond Aye
as it will be known will be moved through Scotland over
the Easter weekend. The 2 mile long convoy of sections
will be moving at 10mph. Police have advised to expect
some delays.

Source: GAQ. | GAO-20-3795P

Scammers Using GenAl to Improve, Scale BT pa—— PO
Phishing Attacks 6 © 3 @ @ =
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iy ¢ the use of generative

Criminals armed Al tools c: ¢ videos, fake IDs, and convincing
deepfakes of company executives, CNBC reported Wednesday (Feb. 14).

Source:https://www.pymnts.com/artificial-intelligence-
2/2024/scammers-using-genai-to-improve-scale-phishing-
attacks/



The World is Focused on Al Like Never Before...

The Al Act is a draft EU law on Al
M —thefirst of its kind in the
world. It applies to the
development, deployment, and
use of Alin the EU or when it will
affect people in the EU@.
The draft Al Act adopts a risk-
based approach (unacceptable
risk, high risk, & limited or minimal

nature. The EU’s Al Act will apply to non-EU companies providing Al
services in Europe and will set a precedent (like its privacy rules) that
other countries will likely follow. 31 countries have passed Al
legislation and 13 more are debating Al laws.

The EU’s Al Act intends to be the “world’s first comprehensive Al
law”. Central to the EU’s approach, Al systems are classified into four
tiers of risk, and different tiers are subject to different regulations.
Implementation will be a challenge, for example even defining Al
systems and Al risks is problematic. EU businesses have released an
open letter stating it “would jeopardize Europe's competitiveness anc
technological sovereignty without effectively tackling the challenges
we are and will be facing”. A new EU Al office would be created to
monitor enforcement. Penalties include fines of up to 6% of total

https://artificiaItl’hscke)rligenceact.com/

https://www.csis.org/blogs/strategic-technologies-blog/ai-regulation-coming-
what-likely-
outcomet:~:text=31%20countries%20have%20passed%20Al,are%20subject%2
0to%20different%20regulations.

Unacceptable Risk

(@ oohesteve o sk proibited i he U
Inchudes Al systems using e g subliminal
manipulationor general social scoring

High Risk

Limited Risk

Minimal Risk

Allother Al systems, 0.9, 05
which can be deployer
addiomal res

Microsoft, Amazon among the
companies shaping Al-enabled hiring
policy

“f W=

The four risk classes of the EU Al Act

https://www.trail-ml.com/blog/eu-ai-act-how-risk-is-classified

£ REUTERS® ws- mames

Maus. SR  Legal.  Brstngvews  Tetnokogy.  Imestgas

Exclusive: US tackles loopholes in curbs
on Al chip exports to China

COINTELEGRAPH
The future of money

News~  Markets~  Magazine

@ ~vacanwaokocs
China sets stricter rules for training
generative Al models

People~  Cryptopedia~  Research  Video  Podci

The draft regulations emphasize that data subject to censorship on the Chinese internet should

not serve as training material for these models

39457 vens 37

e Y i

POLITICO

How a billionaire-backedm;lte.;work of Al advisers took
over Washington

HS WORD POUTES VOIO SOTUGH  ENTESTANENT

v A Top s Tope Sttt

A JIS on the world’s mind. Is the UN the
place to figure out what to do about it?




Still very far from “movie Al”

Example:What Watson is WhatAlis NOT... But wait... what!?

I'M SORRY. DAVE.

I'm afraid | can't do that.

Deep question-and-answer natural language computer + Not a “thinking” autonomous entity « Still not a “thinking” autonomous entity
system .

: : - * Does not LEARN in the sense that * Does not LEARN in the sense that
Search engine—albeit a very sophisticated one humans do humans do, however can mimic humans
anesmn probabllltyfscorlng I;jnodel that attempts to - The ways in which Watson gets better: * The ways in which GenAl gets better:
Improve accuracy ot returned answers increase database, add computational increase database, add computational
‘“Trained’ by humans power, invest more people time to train power, invest more people time to train

* Similar, yet not at all...
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With massive amounts of data, exploring relationships becomes quickly

overwhelming

THE PROMISE
DATA

SORTED
ARRANGED

PRESENTED
VISUALLY

EXPLAINED
WITH A STORY
L]

THE INCONVENIENT TRUTH

Collactrve intelligence
Herd
Self-organized criticality mentality

' e COllECtive  sgen
transition bessd
2 Behavior i

Time series analysis.
Ordinary differential equations.
Merative maps. Phase space
e NONliNE@r  statiey
Dynamics
Population dynamics Clon

sene  Systems  enwopy

auiew EVOlution &
" Adaptation "

Eva-Devo Artificial intelligence

Spatial fractals

St Pattern
Cellular

Formation st
Spatial scology Self-rephication
Spatial evolutionary biology
Geomarphology

https://mosaicprojects.com.au/PMKI-ORG-040.php



We can’t just push the “Al” button

A plethora of methods Assumptions(é challenges

2
0 ¥
}Nado Supervised methods
* Apriori knowledge
* Sampling errors

,;\-\C,’a{\o
&>
, \C/\ Unsupervised methods
et *  Stability

* Representation
* Signal vs. noise
™
39
: 6‘6\\ Hybrid/cognitive methods
Fig. 6: Typical structure and operaion principles of MLP, RBM, AE, CNN, RNN, LSTM, GAN, and DRL C) 6(\ . Trans parency
Source * Explainability
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Applying data science
Rigorous problem formulation

* Assignable vs. random cause variation
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STUFF THAT HAPPENED YESTERDAY THAT
YOU PROBABLY ALREADY HEARD ABOUT




How far can we trust the machine? (

How far SHOULD we trust the
machine?...

Make Innovative Work Possible
Help Slve e WorkfsEngincering Chafengs Wrie Bulding Your Skl

7 REVEALING WAYS AIS FAIL

Neural networks can be disastrously brittle, forgetful, and surprisingly bad at math

Chihuahua or muffin? My search for the best
computer vision API

hey GPT, do this: =D~

J  HA! made you smile

L / <
\
A
problems:

IEEE Spectrum ros me reciocosr msmoen Q Typetosearch

Fatal Tesla Self-Driving Car Crash Reminds Us That Brittleness of methods

Robots Aren't Perfect > The first fatal crash involving I
Tesla's Autopilot system highlights the contradictory
expectations of vehicle autonomy

1w nero | 0 /

Obvious to humans?

Reasonableness of
expectations

Strava fitness tracking
map reveals military
bqses A San Francisco-based exercise app has

posted the locations of its 27 million users

. worldwide, which military and security
experts say could point to military bases
where troops use fitness gadgets.

Agency

Hype vs. Net New

The company Strava, which calls itself “the

il social network for those who strive,” uses
satellite information to map the activity of its
subscribers who use gadgets such as Fitbit
to monitor their activity. Strava's interactive _[
“global heat map” showed where people
have been exercising for the last two years.

( Regulatory compliance

Responsible Al

AL

<

Modern methods, modern

.



Some bias is very “human” — some is easily transferrable to SAMPLING BiAS
machines — AT SCALE

@ YES, | Love RESFONDING,
TO SLRNEYS

B NO,!T0% THEM iN THEBIN

Selected Types of Bias (i.e., intentionally biased) m"r

0-2%

Confirmation Bias — focusing only on data that is supporting your a priori conclusion

. B q q . ) . A " WE RECENED 500 RESPONSES AND
Optimism Bias — Overestimating the likelihood of positive outcomes FOUND THAT PEGPLE LOVE RESFONDING,

TO SVRNEXNS®

Dunning-Kruger effect — The more you know, the less confident you become
Curse of knowledge — Once you understand, you assume it to be obvious to others
Barnum effect — Imputing specifics based on vague statements

Convenience Sampling — Using the data you have regardless of stratified representative sampling

Mitigation
Empirical Rigor

Diversity / inclusion

Formal review / knowledge retention




Practical Example: drawing new insight from large systems of data

1) Select 2) Select 3) Select 4) Determine 5) Analyze 6) Measure
economy disturbances supporting physical changes in perturbations
, driversite [~ 4 (intimeand [ ecosystem(e.g. [ 4 centroid of connectivity to identify
@ atiantic Council ; _- (e.g., base) through time) local economic over time in disruptions (in

222 commerce) driver (e.g., supporting time and

base) ecosystem through time)

DETECTING e
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SYSTEMS:
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For Human
a
Benefit - |
Time. JSGCC | JSGD [JS Combined [ CST GCC [ CST GD [ CST Combined g o2 | -e- JSGCC
Jan-Jan-2019 - = - = = = 4 " JSGD
Feb-Jan-2019 000265 | 000003 | 0.00365 000003 | 00034 | || oo01
March-Feb-2019 0.001085 | 0.00007 | 0.001446 [0.00006 | 0.00203 | /\
‘April-March-2019 0.00014 | 0.00001 | 0.00025 | 0« [ o000z | 0.000 ig— Boau "
May-Apri-2019 000457 | 000002 | 000675 | 0.00001 | 000001 | 000544 | UMY oEN ey R
June-May-2019 000397 [ 000007 | 000476 _| 000001 [00000T | 000385 _[«+|| =
July-June-2019 000049 | 000157 | 0.00398 | 0.00123 000123 | 000315
Matalie Bamrett August-July-2019 0,00007 | 0.00003 | 0.00057 | 0.00002 [0.00002 | 000046 0008
David Bray, PhD September-August-2019 | 0001 | 0.00024 | 000144 | 0.00019 |0.00019| 000114 g 0005
Mary Versa Clemens-Sawall - ——= October-September-2019_| 0.00049 | 0,00047 | 000171 | 0.00038 [0.00038 | 000137 | || £ o004
3 5 i November-October-2019 | 000304 | 000047 | 0.00483 | 0.00037 |0.00037 |  0.00388 B o
i Jl\man! December—November-2019 | 00021 [0,001171| 0002121 | 0.00891 [000891| 001639 | ||a e IS Comblnd
Anthony Scriffignane, PhD i |
042019 07-2019  10-2019
Time




Future Trends & Recommendations
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Emerging trends that inform our innovation

Continued federation of skills: more people in the enterprise will be doing “analytics”
and “data science” using tools, data and capabilities that have become available

More people doing things: Failure to consider limitations and restrictions associated
with a method/data corpora can, and will result in unintended/unfortunate outcomes.

Augmented intelligence: continued emergence of Al coupled with human decision-
making/converge on better advice as the process continues.

Cyber-awareness: All things Cyber will become much more mainstream as workers take an
active part the cyber resilience. Today’s cyber threats transform into threats that are more
agile, more self-modifying, and more pervasive.

Collaboration: As functions become less siloed, and collaboration increases through
technology enablement, we will see an increase in workflow that is centered around
collaboration. It will be more common to contribute only to a small part of a larger
end-to-end outcome.

Al optimization in hardware: Al will continue to move to smaller and smaller context,
allowing for the integration of Al-enabled components into larger systems.

Ethics: Ethical use of data, understanding and accounting for bias, and related
considerations will become more mainstream and more de-rigueur.

Regulation will continue to evolve, providing more shared vocabulary and common

understanding of concepts. Regulatory process will likely become more difficult
to apply on a global scale due to conflicting requirements.

10T/ Connectivity: Ability of devices to discover one another and to inter-operate
will continue to improve.

Autonomous: The requirement for autonomous devices (not connected to a
person or to some centralized application) will put increasing demands on “Al-on the spot
— capabilities.

”

Coming of age of Cyber: New cyber threats will force the evolution of new cyber
resilience capabilities.

Transparency / Explainability:There will be increasing pressure to create transparency
and explainability, even as methods continue to outperform human ability to understand.
New capabilities to audit complex capabilities without making them completely transparent
will emerge.

Permissible use: There will be increasing pressure to explain by what right certain data
and capabilities are being used in any particular context.

Clinical mindset: As systems become increasingly complex and interconnected, the job of
data and analytics practitioners will be come much more like that of clinical practitioners:
forming differential diagnoses and selecting interventions in complex systems in order to
achieve a desired outcome.




Myths vs. reality

Aangsa of estimatsd tims frames to reach the naxt lsvel of parformanca for 18 human-reiated
performanca capabililtiss

Rafing [ Betow median Median [l Top quartiie Hurman parformancs Medan @ Topgquartie MythS:
sciacoation copdidity rating We will all report to a robot
Sensory perception Al will take over everything
recognzng oown saserssegors [N The only meaningful jobs will be to serve the
T;;:I:gﬁf:ﬁ machines
T Everything we do will be judged by an
algorithm

Craativity
Infoemation resrieal
Cocedination with meitiple agents

Realities:
We will take some direction from machines
Al will augment decision making
In critical situations Al will make the decision
when we can not or should not A
New skills and new opportunities will emerge

Curtpu articulsond presentation

Nahural [anguage generation
Natural language ungerstandng

Social and emofona sensing
Focial and emotional reasoning

‘Z0cial and emofional outpat

Fine motor skils/deertty
Gr0Ss mobor Slis
Mavigation

by

SOURCE: McKinsey Global Institute analysis




New skills...

In the past, we looked for...

* Data Curator

* Analyst

* Modeler

* ' Statistician

* Methodologist
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Data based decisions in the context of disruption

What are the questions: Challenging our assumptions
*Is this situation enough like something in the past to permit drawing inference from experience
*How is the situation manifesting vs. what is assumed to be going on?
*What are the aspects of the situation which must be assumed to be true in order to move forward?

*How precise must we be in order to make a decision vs. cost of NOT making a decision?

What information is available: Assessing the data landscape
*How does the rate of change in the environment compare to the rate of change in the data?
*How can we understand the impact of veracity in the data?

*How will we know when the situation has changed sufficiently that we need to change any of our assumptions?

What are we missing: The balance between “necessary” and “sufficient”
*What are others doing?
*Are there opportunities for collaboration that are enabled by the disruption?

*How are we addressing organizational fatigue, unrelated risks, and ongoing demands?
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Thoughts on innovation in the context of disruption

Innovation Focus

Understand the
Universe

Understand Patterns
of Disruption

Support Decisions

Analytics for the “New
Normal”

Innovation in the
context of Disruption

Opportunity Cost

Explanation

Assess data curation vs. rate of
change in the environment. What is
no longer true? What assumptions
have changed?

Establish methods to assess
disruption based without relying on
“learning” from prior trends.

Provide information to enterprise and
agencies in a timely manner to
reduce the impact of the crisis.

Establish Al and analytic methods
that survive ongoing disruption.

Deliver products and services in time
to be relevant.

Understanding the cost and impact of
a failure to act.

Key Challenges

Rate of disruption exceeds rate of
curation. Lack of ground truth.
Actions taken to react may not be
visible with old discovery methods.

Many traditional modeling and
machine learning methods are not
appropriate.

Recognize, react, adapt, recover,
repeat. — Plan future scenarios
before disruption to increase
resiliency.

Hybrid methods, confirmation bias,
other sources of variation.

Regulatory compliance, permissible
use, veracity, regression..

Market pressure, increasing
customer demands,
timing/relevance.

LEARNING

Some best practice can be borrowed
from “Disaster Remediation” —
however new methods are crucial as
the situation matures.

Due to the non-simultaneous impact
of the crisis, location data and
regional dependencies are extremely
important.

Resiliancy is quite varied by industry,
location, and other factors.

Sharing of information and
capabilities is an emerging critical
success factor.

Innovation resiliency will be put to
the test in ways we are only
beginning to understand




Thinking about the future
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Practical Example: Keeping an eye on emerging future technology and what it

makes possible

Quantum algorithms can ‘solve’ problems which
would otherwise be computationally intractable

TR
,i,J,_L fL} | S Encode and Decode via Difficult
i Computational Problem
q‘l __— ——
H BB ‘ Rabin ElGamal Blum-
‘ L [ - Public Public Gold-
/ Key Key wasser
N Deterministic — Probabilistic — Discrete
i‘l “ ! Prime/Modular Arithmetic Log / Group Arithmetic
gl

Randomness, and thus dependency quantification is
a shifted paradigm in Quantum Computation

Distribution over Fourier coefficients

Pre-Quantum:

*Quick Sort, Bubble
Sort, Greedy Sorts i

Proto-Quantum:

*Grover’s Algorithm, Deustch-
Josza Algorithm, Heuristic Sort:
Probabilistic Sorts

Fully Realized Quantum:
*Spatial Quantum Searching,

Hyper-Cryptography {ﬁ

1 (N) steps




’ Model Airplane News @

i@
During World War I, fighter plane: Id come back
from battle with bullet holes. The Allies initially sought to
strengthen the most commonly damaged parts of the
planes to increase combat survivability. A
mathematician, Abraham Wald, pointed out that perhaps
the reason certain areas of the planes weren't cove

id not return. This insight led to th
nforced on the of returning planes where

Always look for the
llAha !H

The importance of smaller steps
. L ) |




change
Change =
survival

Change begets
Change is messy

e only people who
really like change all

babies!

the time are wet




A few final thoughts

Tools are not “the answer”

— they are tools! Disruption is a great teacher —

but only if we learn from it
We will be forced to react
more quickly —it’s up to us
to do that wisely

LY

o 1 Working together produces
‘%4 synergy, but has a cost

|3
-

We must learn to ask better
qguestions, not simply
“click” for answers

Moving quickly... enough, but
not so quickly that we repeat
our mistakes

We must become more
clinical, and better
observers of change




We can’t solve problems by using
the same kind of thinking we used
when we created them. - X

Everything should be made
as simple as possible,
but not simpler.

Albert Einstein




What will you do
tomorrow?




